
P r i n t F o r m

W N Y R I C S T A N D A R D S

Add/Change Request Form

Submitted By:

N a m e R i z z o S c h o o l D i s t r i c t Date 3/18/15

Telephone Number ( 7 1 6 ) 9 3 7 - 9 1 1 6 , 4 2 4 0 E - M a i l I D
F r i z z o ® a l d e n s c h o o l s . o p

H a r d w a r e o r S o f t w a r e R e c o m m e n d e d P r o d u c t s

Standards Category: N e w :

Existing: software

Action Requested:

P r o d u c t N a m e :

A d d :

Modify: Allow new licenses

R e m o v e :

D e e p F r e e z e C l o u d C o n n e c t o r

P r o d u c t M a n u f a c t u r e r : F a r o n i c s

Product Description: S o f t w a r e u s e d t o m a n a g e c o m p u t e r s

(Attach Product Technical Sheets)
P r o d u c t Te c h n i c a l S h e e t a r e a t t a c h e d f o r D e e p F r e e z e a n d

t h e C l o u d C o n n e c t o r A d d - o n p i e c e .

Additional Comments: we are an existing Deep Freeze Customer and
w a n t t o a d d t h e C l o u d C o n n e c t o r O p t i o n t o o u r l i c e n s e s



E V A L U A T I O N C R I T E R I A

A. Product Reliabil ity

1 . Ve n d o r / P r o d u c t t r a c k r e c o r d

Faron ics has been in bus iness s ince 1998 . Over 10 m i l l i on l i censes o f Deep

F r e e z e s o l d w o r l d - w i d e i n 2 0 1 4 .

2. Vendor support required installation phone and/or email support
m a y b e n e e d e d .

3 Ease of use Deep Freeze console has a GUI interface,

v e r y u s e r f r i e n d l y

4. Support required by RIG / school district

N o s u p p o r t r e q u i r e d b y t h e R I C

5. Potential to become "White Elephanf

N o , w e h a v e b e e n u s i n g D e e p F r e e z e w i t h o u r c o m p u t e r s f o r t h e p a s t s e v e n

y e a r s .



6. Training requirements

m i n i m a l . N e w f u n c t i o n a l i t y w i t h c l o u d c o n n e c t o r l o o k s v e r y e a s y t o

s e t u p i n t h e G U I i n t e r f a c e .

B. Product-Price / Acquisition

1 . C o s t e f f e c t i v e n e s s

O n e o f t h e m a i n f e a t u r e s i s t h e u p d a t e f e a t u r e f o r c o m p u t e r s t h a t a r e

d e e p f r o z e n . T h e s y s t e m a l l o w s u s t o u p d a t e fl a s h , j a v a , fi r e f o x ,

c h r o m e i n t h e b a c k g r o u n d w i t h o u t h a v i n g t o x i n l o c k t h e m .

2. Acquire via NYS Contract or local bid

c u r r e n t b i d o n 0 0 ^ B O C E S

3. Cost of operation and support

t h e r e i s a y e a r l y m a i n t e n a n c e f e e b a s e d o n n u m b e r o f u n i t s o r d e r e d

4. Do any legal or contractual issues exist

N o n e



C. Product-Relationship to Other Standards

1. Compatibility to existing Standards

D e e p F r e e z e i s a l r e a d y o n t h e l i s t

2. What other options are available
I d o n o t s e e o t h e r o p t i o n s a v a i l a b l e t h a t w o u l d n o t r e q u i r e a l o t o f

c o s t l y r e w o r k i n g o f c o m p u t e r i m a g e s K - 1 2

3. Relationship to previous research and changes since that time
N e w C l o u d C o n n e c t o r

D .
B O C E S - S e r v i c e N e e d s

1. Define and explain the current need

a l l o w d i s t r i c t t o p u r c h a s e A D D O N a n d l i c e n s e s f o r D e e p F r e e z e C l o u d

C o n n e c t o r

2. What existing CoSer and RIG Service does it fall under
s o f t w a r e

3. What is the scope and size of the school population to be served
K - 1 2 ( a b o u t 7 0 0 c o m p u t e r s )

4. Instructional and/or administrative goal supported
T e a c h e r s c a n ' t u s e s o m e e d u c a t i o n a l w e b s i t e s w h e n A d o b e F l a s h i s o u t

o f d a t e . . .

5. Results of survey determining school district interest in using this product
n / a

Signature of person making request

B o t t o m o f F o r m



■X Te c h n i c a l D a t a s h e e t

A b o u t D e e p F r e e z e

Deep Freeze preserves your computer configuration. Any changes - either malicious or unintentional- are reversed on reboot. This concept is
called Reboot-to-Restore, where each reboot restores the computer to its desired configuration. The desired configuration is controlled by an IT
administrator and the IT administrator has the ability to change the desired state.

H o w D e e p F r e e z e W o r k s

When Deep Freeze is in a Frozen state, any changes made to the computer are reversed
on a reboot each time. When Deep Freeze is in a Thawed state, changes made to the
computer, such as installing a new program or system updates are retained e\'en after
a reboot. Deep Freeze must be in a Frozen state for it to oe protected. Deep Freeze uses
patented technology (US Patent #7,539,828). Technically, this is how Deep Freeze
works ■ Deep Freeze redirects information being written to the hard drive or partition
to an allocation table, leaving the original data intact. The redirected information on the
allocation table is no longer referenced once the computer is restarted, therefore restor
ing the computer back to its original state at the disk sector level down to the last byte.

C u s t o m i z e d C o n fi g u r a t i o n

Configuration such as setting the Deep Freeze passwords, selecting drives to be Frozen,

: requirement deployed 1 Deep:

C o n t r o l o v e r M a n a g i n g W o r k s t a t i o n s

The Deep Freeze Enterprise Console (part of the Deep Freeze Enterprise/Server Enterprise) allows the IT administrator to manage Deep Freeze
on worl̂ tations over the network. IT administrators can Reboot Frozen, Reboot Thawed, deploy configuration remotely, lock keyboard and
mouse, and perform many administrative tasks like scheduled maintenance on the workstations. Administrators can also manage Windows
Updates and run their own batch files.

M u l t i p l e S e c u r i t y F e a t u r e s

Deep Freeze administrators must choose a unique ID called the Customization Code that encrypts all communication between Deep Freeze
components (Conf̂ uration Administrator, Enterprise Console, and Command Line). The Customization Code ensures that unauthorized ad
ministrators are prevented from accessing or controlling a computer that runs Deep Freeze. Multiple Deep Freeze administrators controlling the
same group of computers must use a matching Customization Code. IT administrators can also assign up to 15 passwords or create One-Time
passwords that will expire after a single use on the workstation.

R e t a i n i n g U s e r D a t a

Users usually need to create and store their data on the computer. User data can be retained on a non-system drive or a rirtual drive called a
ThawSpace. Data retained in a ThawSpace or a Thawed drive is not erased on reboot even when the computer is in a Frozen state. You can also
use Faronics Data Igloo (a free program) to redirect user profiles, folders with user data and registry keys to a Thawed drive.

A d v a n c e d D e p l o y m e n t O p t i o n s

Installing the Deep Freeze Workstation Seed enables Deep Freeze Enterprise Console to communicate ivith the workstations where Deep Freeze
Workstation Install file needs to be installed. In addition to deploying the Deep Freeze Workstation Install file ^ia the Deep Freeze Enterprise
Console, it can also be deployed as a Silent Install for rapid nebvork deployment. Deep Freeze can also be deployed as part of a master image.

F l e x i b l e N e t w o r k A r c h i t e c t u r e

Deep Freeze Enterprise/Server Enterprise can be deployed on multiple subnets and can also be managed from multiple locations by creating
multiple Enterprise Consoles. Customized Enterprise Consoles (with select features and options) can be created and distributed to multipleadministrators in your organization who manage different locations/subnets for enhanced securit>-.

C o m p a t i b i l i t y w i t h T h i r d P a r t y M a n a g e m e n t To o l s

Deep Freeze Enterprise/Ser\'er Enterprise prorides the Deep Freeze Command Line Control utility that can be used for Remote Management
with various third party management tools.



The following section lists the features and s>^tem requirements for the various flavors of Deep Freeze.

D e e p F r e e z e F e a t u r e M a t r i x

F e a t u r e Standard Enterpr ise S e r v e r S e r v e r
Standard Enterprise

M a c

! Reboot Thawed and Reboot Frozen

, Guarantees ioo96 workstation recovery on restart
Provides password protection and complete security

; Protects Master Boot Record (MBR)

I Protects multiple hard drives and partitions
Integmtion and Compatibility
Supports multi-boot environments

Compatible with Fast User Switching

Supports SCSI, ATA, SATA, and IDE hard drives

Single install for Windows XP, Vista and Windows 7

Supports FAT, FAT32, NTFS, basic and dynamic disks

Supports HFS and HFS+ format

Configuration Options
C r e a t e c v i s t o m i z e d i n s t a l l a t i o n fi l e s

Pre-select Frozen Drives and selectively Freeze or Thaw fixed drives

I Schedule automatic Restart/Shutdowm times
Restart the computer once the user logs off

Shutdown workstations after a preset length of inactivity

Schedule Thawed Maintenance periods to perform Windows Updates through the i
Internet or a SUS/WSUS server or run a custom batch file during maintenance

Support for Apple updates
Set up to 15 passwords for using at the workstation or via tlie command line

Central Management
Schedule restart, shutdown, Wake-On-LAN, Freeze, Thaw and Thaw Locked tasks
dynamically to take place once or on a regular basis
Change maintenance and restart/shutdown schedules on the fly

Power-on workstations using Wake-On-LAN technology

Use Workstation Seed for workstation convmunication and installation

Manage workstations easily with User Defined Groups

Quickly populate multiple groups or sub-groups with smart automatic filters or import
groups from Active Dir^oiy
Remotely deploy, execute, and control software on workstations

j Invoke tystem maintenance on demand with "Thaw Locked* mode
Update all pre-existing installation files automatically
Launch RDP and VNC sessions through the Enterprise Console

Create Remote and Multiple Consoles with the Deep Freeze Server Service Manager

Instantly send notification messages to workstations

With Faronics Core, keep scheduled actions "active" to ensure updates on offline
w o r k s t a t i o n s

With Faronics Core, manage woricstations with dynamic ̂ ups, perform actions on
workstation groups, view vsx)rkstation activity status, and remotely wake-up offline
workstations via the web

S c c i i r i t v a n d C o n t n > l

Encrypt all components with a unique Customization Code

Preset multiple passwords to be used on a workstation or via the Command Line Control
with vatying activation and expiration dates
Generate encrypted One Time or One Day Passwords

Disable keyboard and mouse during maintenance periods or on demand

Boot Control window provides ability for immediate reboot

Use Stealth Mode to hide the Deep Freeze system tray icon

2



F e a t u r e

D a t a R e t e n t i o n

Create ThawSpaces on a workstation that can be used to store programs, save files, or
make permanent changes

ThawSpaces can be visible or hidden

Specify the size and file system of the Tha%vSpace
Windows Updates

De|)lo\incnt Options
Offers silent install option for rapid network deployment

Provides option to deploy on multiple workstations as part of a master image

Communicate with workstations over a LAN, WAN, or combination

Deep Freeze Command Line included in Workstation Installations

Support for multiple ports for use with Server Service Manager

[nteropcrahility Options
Use Deep Freeze Command Line Control Utility (DFC) for remote management

Integrate Deep Freeze protection into any Desktop Management Solution capable of
executing command line control (www.faronics.com/deep-freeze-integration)
A c t i o n F i l e s

Create XML-based Deep Freeze Action Files to interact with other programs \ia the Deep
F r e e z e C o n s o l e

Administrators will be able to create, edit, download and share Action Rles with other
users through Faronics Labs
Anti \ inis I iUcgnit ion

Malware definitions for other anti-virus solutions can be easily retained through use of
Thawed Maintenance periods
Seamless malware definitions on workstations protected in a Frozen state with Faronics
A n t i - V i r u s

S\steui Requirements

Windows XP, 'S^sta, Windows 7, Windows 8.1 (32 and 64 Bit), Embedded 7 and 8

Windows Server 2000,2003,2008,2012

OS X 10.4 (Tiger), 10.5 (Leopard), 10.6 (Snow Leopard), 10.7 (Lion), 10.8 (Mountain
Lion), 10.9 Mavericks, 10.10 Yosemite

S t a n d a r d E n t e r p r i s e S e r v e r S e r v e r
Standard Enterprise

M a c

f

i
i

F a r o n i c s "

A b o u t F a r o n i c s

Faronics delivers market-leading solutions that help manage, simplify, and secure complex IT environments. Our products ensure 100%
machine availability, and have dramatically impacted the oay-to-day lives of thousands of information technology professionals. Fueled by a
market-centric focus, Faronics' technologj' innovations benefit educational institutions, health care facilities, libraries, government organiza
tions, and corporations.

C o n t a c t F a r o n i c s

Va n c o u v e r ( H e a d O f fi c e ) ! U S A , E u r o p e
609 Granville Street, Suite 620, P.O. Box 10362
Vancouver, BC, V7Y1G5 Canada
Call Toll Free: 1-800-943-6422
Call Local: i-6o4-637-3333

' 100, W. San Fernando St.

Suite 465
San Jose, CA, 95113

i Call Toll Free: 1-800-943-6422

Venture House, 2 Arlington Square. Downshire Way
Bracknell, RG12 iWA, England
Call Local: +44 (0) 1344 741057

W e b : w w w . f a r o n i c s . c o m

Last Modified: March 3014.© 1999-2014 Faronics Coiporalion. All rights reserved. Faronics. De» Freeze, Faronics Core. Faronics Anti-Vims, Anii-Execulable, Faronics Device Filter, Faronics Power Save, Faronics
Insight, Faronics System Profiler, and WINSelect are tradem.irks and/or registered trademarks of Faronics Corporation. All other company and product names are trademarks of their respective owners.
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Deep Freeze C loud Connector - Faron ics 3 /18 /15 , 1 :25 PM

D E E P F R E E Z E C L O U D L o g i n F r e e T r i a l
(https://deepfreeze-C<iWtpte^/rigej<t[agM.com/Accou[

F a r o n i c s
(http://www.faronics.com/)

For Existing Customers

Deep Freeze Cloud Connector
Instantly webify your console
Unlock loadi of benefits Activate your account now

Overview Mobile App Software Automation Usage Stats Unified Control Center Layered Security For EDU Pricing

Webify your Console with one click, zero Installation
Unlock loads of features of our cloud offering

DOD
ana
n n r - i

7
QSD
SOD

^ « n « i

Webify Your Console
Web enable your Deep Freeze console with one click, zero
installation. Manage Deep Freeze computers from anywhere,
anytime.

▶ Real time Deep Freeze Actions
▶ 2 - T i e r A u t h e n t i c a t i o n

» High availability with AWS
▶ Centralize Deployment

Mobile App
Securely Freeze and Thaw using a mobile phone.

F r e e z e a n d T h a w

Unique QR Code
Push Cloud Agents
Secure Sign-in
Add Tags
Multi Platform Support
R o u t i n e A c t i o n s

S o f t w a r e A u t o m a t i o n

Automatically Install and update popular products across
Deep Freeze computers.

Usage Stats
Get detailed reports on which computers or software are

h U p : / / w w w. f a r o n i c s . c o m / d e e p - f r e e z e - c i o u d - c o n n e c t o r / Page 1 of 3



Deep Freeze C loud Connector - Faron ics 3 /18 /15 , 1 :25 PM

being used the most.▶ Auto Update Popular Products
▶ S e t d e s i r e d S c h e d u l e s ▶ L o g i n S u m m a r y R e p o r t
▶ N o d e p e n d e n c y o n D e e p F r e e z e ▶ S o f t w a r e U s a g e R e p o r t
▶ S c h e d u l e W i n d o w s U p d a t e s > C o m p u t e r U s a g e R e p o r t
▶ U n i f i e d M a i n t e n a n c e Ta s k

▶ Expanding list of Software
▶ A d v a n c e B a t c h F i l e A u t o m a t i o n

U n i fi e d C o n t r o l C e n t e r
One console to Secure, Update and Manage

Centralized Deployment
Remote Management
Integrated Monitoring
Policy Orchestration
User Role Management
Multi-site Management
Scheduled Deployments

Organize using Tags

Layered Security
True full endpoint protection for airtight defense against
t h r e a t s

▶ Control led User Lockdown
* A n t i - V i r u s

▶ Application White Listing
▶ Advanced Int rus ion Protect ion

▶ GPO based User Desktop lockdown
▶ Printer and Network Access Management
* O n e c l i c k K I O S K m o d e

I N D U S T R Y S O L U T I O N S C O N TA C T U S

HTTP://WWW.FARONICS.COM/AL£ducotion (/industry/education/)
Av ia t ion & Main tenance

' • • Freeze i/pioducts/deep-

• c e z e / )

■ r Freeze Cloud (/decp-ficeze-

pFieezeCloudConnector
/deep-freeze-doud-connector/;

• Viiusf/endpoint-security/ '

■ -Z-AntiVifus)

-Executable l/endpoint-
■ '.iiity/'tab-3-App!lcation-

VINSelcct (/endpoint-secuiity/
i b ' l - U s e r - L o c k d o w n '

nyght Upioducii/insi^hl/1
rter Save [/producls/povrer-

- •/)

I d u c a t i o n ( / i n d u s t r y / e d u c a t i o n / ) ( H T T P ; / / V V V V W. FA R O N I C S . C O M / | W J t E W B N W W. FA R O N I t S C D 5 ' / / C C \ " ^ ^ > A n C : "
A v i a t i o n & M a b t e n a n c e L I B R A R Y / ) O v e r v i e w ( / c o m p a n y / )

{/industry/aviationandmaintenance/product Brochures (/document- Our Customers Inquiries
Credit Union (/industry/credit- library)' (/company/our- ^ 6422
union/) doctype'doc_pioduct_brochures) customers/) salcscfaronics com
Dealerships (/rndustry/dealershlps/! Product Specshecls (/document- Testimonials (nviilto.sale..0(aronics.com)
Healthcare (/Wustry/healthcaie-5/)library' i/company/client- Support
Insurance l/industry/insurance/l doctype"doc_prod_data_sheet&q4Aflirt)onials/) 1-800-943-6422 Ext 1
Real Estate (/industry/realcstate/) Case Study (/document-library' Blof»(/blog/) 1-604-637-3333 Ext 1
Retail (/Industiy/tetail/) doctvpe-doc_case_studyS<icAC.mHiliations suppoitfffaronicscom
Telecommunication Getting Started Guide '''=o"^P^"y/3"i'«t'°"^'''(mailto:supporl0faronic5 com)
(/industry/telecommunication/) {/document-library' Press Room (/press-
T r a n s p o r t a t i o n d o c t y p C ' d o c _ g e t _ s t a r t e d _ g u i d e £ o | o A G v 1 ) PA R T N E R P O R TA L
• /industry/transportation/) Product Datasheet (/document- Careers (HTTP;//WWW.FARONICS-CO,"/PARTNF,'
P / & M e d i a P r o d u c t i o n l i b r a r y ' ( / c o m p a n y / c a r e e r s / ) P O R TA L / )
(/industty/tvroediaproduction/) doctype-doc_technkal_paper&qcAC*'!

User Gutde {/document-library'

doctype»doc_user_guideSqcAC'll

r / C O N T A t

Retail (/industiy/tetail/)
Te l e c o m m u n i c a t i o n

(/industry/telecommunication/)
Transportation

•/industry/transportation/)
VJ & Media Product ion

(/industiy/tvroediaproduction/)

h t t p : / / w w w. f a r o n l o s . o o m / d e e p - f r e B z e - c l o u d - c o n n e c t o r / Page 2 of 3



Deep Freeze Cloud Connector - Faronics 3/18/15, 1 :25 PM

HT--'.//WVSfW.FARONICS.COM/DOWNLOADS/1

Demos & v ideos f /docun ien t -

librory'

doctype'dot_videosSqcAC"l)
Weiiwar (/document-library?

doctype=doc_webirvir&qcAC=1)
White Papers (/document-library^

doctype«doc_white_papcraqcAC'1)
Release Notes (/documcnl-

library'

doclype=doc_re[ease_rK3tes&qcAC=5)

Privacy Policy (http //www.faronlcs com/privjcy-policy/) Terms of (http //x'Avw facebook com/faionksl
Ihttp/Avwwfaronicscom/terms-use/ ' Si temiip?hup//wwv/farontcs.com/sitemap/l

(http //www twittercom/faronics)
(http.//wwwlinkediacom/company/faronici c r; c r

(/ feed/)

(https//plus.googlecorr)/!17435109229183214in/;:.

!h t tp / / \wAvyoutubec • • . i - : ' . -

http;//www.faronics.com/deep-freeze-cloud-connector/ Page 3 of 3


